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THE CADET HONOR CODE

A CADET WILL NOT LIE, CHEAT, STEAL
OR TOLERATE THOSE WHO DO. |

http://www.dennismansfield.com/.a/6a00d834530c9c69e201157004e41b970c-800wi
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Joint Advanced Cyber Warfare Course (JACWC)



Setup of "Test"

* Provide virtually no notice

« Choose "unfair" problem

* Tell students don't want them
to study... we want them to
cheat

 Collaborative cheating was
encouraged, but this exercise
wasn't a blanket license to
cheat throughout the course
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Examples



The False Book Cover




The Everyday Object
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The Celling Tile

http://www.grainger.com



Hiding in Plain Sight

http://www.imaginghostingservice.com/d2ap2c11da4087.jpg



Prepositioned Answers

http://en.wikipedia.org/wiki/File:Hp_laserjet_4200dtns.jpg



Alternate Encoding

http://en.wikipedia.org/wiki/File:Mengu_Ziyun_xia_24b.jp¢



Morse Code
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Story Encoded




The Classic
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Precompiled Answer
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rand()

3.1415926535 + 90 random digits
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Power Point
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Hash marks




Obscured by wholesome goodness




Ubiquitous Coffee




Ubiquitous Coffee
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Notebook Camouflage




Notebook Camouflage




Roach clip engraving




Fake Barcodes
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Customized jewelry




Artlst daughter + code
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- OH AID IF YOURE Gﬂfﬂﬁ 10 CHEAT,

AT LEAST CHEAT OFF OF
SOMEONE WHO HAS THE
COREECT ANSLIERS. /4




Security Lessons Learned

* Most people are pretty darn good at cheating
o Especially the quiet ones
« Cheaters...
o Exploit explicit and implicit trust
o Exploit laziness
o Exploit predictability
o Exploit limitations of human and machine senses
Use everyday objects
_ook where no one else is looking
Use uncommon skill sets
Have backup plans
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Questions?

James Caroland
U.S. Cyber Command
Jlcarol@cybercom.mil

Greg Conti
West Point
gjconti@rumint.org

Teach yourself, your friends and your
co-workers to cheat.

Our adversaries already do.



