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Inline Pagsive Tap USMA Data Capture
IP: NONE ASSIGNED

FreeBSD/Postfix Email
External IP: 10.°\,60.25
Internal IP: 7.204.241.161
DN: smtp.usma.blugnet
Gateway: 7.204.241.462

Fedora Upgrade 6 -> 10
Apache Web Server
External IP{10.1.60.187
Internal: 154.241.88.201
DN: www.ysma.bluenet

Extepnal IP: 10.1.60
Interng

Gateway: 180.242.13

VLAN 12 Gateway: 154.241.88.202 VLAN 43
VLAN 31
Instructor Station
IP: 10.1.60.253
White Cell External Drop
N FreeBSD
IP:10.1.60.252/24 @’ Nagios / Solunk E’
Gateway: 10.1.60.1 S g P S
. Gateway: 3.75.190.182 .
White \Cell Internal IP: 3.75.190.183 FreeBSD Workstation
External: USE POOL VLAN Sé ) Internal IP: 222.100.5.233
Internal IP: 31.154.241.11 \ Gateway: 222.100.5.235
Q GW: 31.154\241.9 . . VLAN 24
Nagios - FreeBSD DNS: 10.1.60.5 Managed/Cisco Switch
IP: 10.1.60.202
GW: None
FE0/1 9 FE 0/0
Unmarage
Unmanagded Hub Swit hg
Router 1: WILC
FEO0/0 : 10.1.60.132 /24 Router External Iface One Way FE 01
FE 0/1 1 31.154.241.9 /29 Router-to-router Iface
FE 0/1.12 1 7.204.241.162 /30 Email (12) % FE 0/2 g
FE 0/1.24 : 222.100.5.235 /30 CIC (24) S
FE 0/1.31 : 154.241.88.202 /30 WWW (31) Snort / Wireshark Windows Server 2008
FE 0/1.43 : 180.242.137.182 /30 Chat (43) IP: NONE Router 2: Active Directory/DNS
FEO0/M1.74  :65190.233.38 /30 DNS (74) GW: NONE FEO/0 :31.154.241.10 /29 Router-to-router  |ieroa|b: 140 % 29233
FEO0/1.52  :3.75.190.182 /30 Splunk (52) FEOM :212117.116.37 /29  Un-trusted Hosts P eees
FE 0/1.67 : 245.60.142.26 /30 WC (67) FEO2 :1401322.34 /30 Active Directory DN: ns2.usma.bluenet

Gateway: 140.13.222.34

FreeBSD OpenFire Chat
73
IP: 180.242.137.181
DN jabber.usma.blueng

g/.

S
FreeBSD
BIND DNS
External IP: 10.1.60.5
Internal IP: 65.190.233.37
DN: ns1.usma.bluenet
Gateway: 65.190.233.38
VLAN 74

182

ted Host Alpha
indows XP SP3
Internal IP: 212.117.116.38

ateway: 212.117.116.37

Untrusted Host Beta
Windows XP SP3
Internal IP: 212.117.116.39

Gateway: 212.117.116.37

<SS

Untrusted Host Gamma
Windows Vista SP1
Internal IP: 212.117.116.40

K Gateway: 212.117 .1 16.37/




