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Lessons of the  
Kobayashi Maru:  
If You’re Not Cheating, 
You’re Not Trying 



Disclaimer 

The views in this article are the author’s and don’t reflect 
the official policy or position of the United States Military 

Academy, the Department of the Army, the Department of 
the Navy, United States Cyber Command, the Department 
of Defense, or the United States Government. 
 



  

http://www.dennismansfield.com/.a/6a00d834530c9c69e201157004e41b970c-800wi 



http://www.dennismansfield.com/.a/6a00d834530c9c69e201157004e41b970c-800wi 



http://commons.wikimedia.org/wiki/File:Test_%28student_assessment%29.jpeg 



http://stuffmysisterswilllike.files.wordpress.com/2011/07/cadet-james-t-kirk-during-the-kobayashi-maru-scenario.jpg 



http://i188.photobucket.com/albums/z35/demonoidtmn/Nar24.png 
http://www.hulu.com/watch/36407/naruto-start-your-engines-the-chunin-exam-begins 



Joint Advanced Cyber Warfare Course (JACWC) 



Setup of "Test" 
• Provide virtually no notice 

  
• Choose "unfair" problem 

  
• Tell students we don't want 

them to study... we want them 
to cheat 

  
• Collaborative cheating was 

encouraged, but this exercise 
wasn't a blanket license to 
cheat throughout the course  

  
  

3.141592653589 

79323846264338 

32795028841971 

69399375105820 

97494459230781 

64062862089986 

28034825342117 

06798214808651 

32823066470938 

44609550582231 

72535940812848 

11174502841027 

01938521055596 
44622948954930 



Examples 
 
 



The False Book Cover 



The Thirst Quencher 



The Thirst Quencher, Diet Version 



The Zero Calorie Thirst Quencher 



http://www.grainger.com 

The Ceiling Tile 



http://www.imaginghostingservice.com/d2ap2c11da4087.jpg 

Hiding in Plain Sight 



http://en.wikipedia.org/wiki/File:Hp_laserjet_4200dtns.jpg 

Prepositioned Answers 



http://en.wikipedia.org/wiki/File:Mengu_Ziyun_xia_24b.jpg 

Alternate Encoding 



Morse Code 



Music Notes 

1 
4 

1 
5 

9 



Story Encoded 



Story Encoded 



Cadaeic Cadenza 

http://en.wikipedia.org/wiki/Cadaeic_Cadenza 

[Midnights so dreary, tired and weary, 

Silently pondering volumes] extolling all by-now obsolete lore. 

During my rather long nap - the weirdest tap! 

An ominous vibrating sound disturbing my chamber's antedoor. 

"This", I whispered quietly, "I ignore". 

 

3.141593 



http://upload.wikimedia.org/wikipedia/commons/e/e5/Post-it-note-transparent.png 

The Classic 



http://en.wikipedia.org/wiki/File:EssayImageAction.png 

Precompiled Answer 



http://en.wikipedia.org/wiki/File:EssayImageAction.png 

rand() 

3.1415926535 + 90 random digits 



Cheating with “Integrity” 



Power Point 

3.14159265358 

7932384626433 

3279502884197 

6939937510582 
9749445923078 

3.14159265358 

7932384626433 

3279502884197 

6939937510582 
9749445923078 

3.14159265358 

7932384626433 

3279502884197 

6939937510582 
9749445923078 
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3141592653589793238462643383279502884197169399375105820974944592307816406286208998628034825342117067 
 

Fake Screensaver 



3141592653589793238462643383279502884197169399375105820974944592307816406286208998628034825342117067 
 



3141592653589793238462643383279502884197169399375105820974944592307816406286208998628034825342117067 
 



3141592653589793238462643383279502884197169399375105820974944592307816406286208998628034825342117067 
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Hash marks 



Obscured by wholesome goodness 



Ubiquitous Coffee 



Ubiquitous Coffee 



Starbucks … Now Serving Pi 



Visual Covert Channel 



Notebook Camouflage 



Notebook Camouflage 



Ninja Camouflage 



Imprint 

3 1 4 1 5 



Watermark 



Roach clip engraving 



Shove It Into the Cloud 

Take the info provided by M. Moss on Friday last; 

put this info into the sacred “cloud” and label it X; 

recall info from cloud as needed; therefore Pi to 100 

digits = X  



Fake Barcodes 



Fake Business Cards 



Customized jewelry 



Color coded 

1 

2 3 

4 5 
6 

7 8 
9 



Artist daughter + code 



Non-Cheater 

A Mathematician in class actually 
memorized pi to 100 digits 



Security Lessons Learned 

•  Most people are pretty darn good at cheating 

o Especially the quiet ones 

•  Cheaters, like adversaries ... 
o Exploit explicit and implicit trust 
o Exploit laziness  
o Exploit predictability 

o Exploit limitations of human senses  
o Use everyday objects 

o Look where no one else is looking 

o Use uncommon skill sets 

o Have backup plans  



What’s Next? 

• Improve the Kobayashi Maru exercise 
• Exploring collaborative cheating akin to adversary 
• Additional exercises to understand adversary mindset 
• Beyond understanding to influencing adversary mindset 
• Research into “Cyber Psychology” 
• Collaboration on innovative training methods 
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Questions?  

James Caroland 

U.S. Cyber Command 

jlcarol@cybercom.mil 
 

  

Teach yourself, your friends and your  
co-workers to cheat.   

  
Our adversaries already do. 

Please leave feedback: https://www.surveymonkey.com/sourceboston12 


